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;:(rnany;;plur^l$6i;multipl$4i^>^ 
jthree four$2 cbllect$6 g^ther^^^^^ 
rnear2i(reqiiest$i message$l)::: ^p::r- 


;USPAT; -ii:^: 
.IBMjtDB' 






:i006/05/23 16:^9: 


12 


152442 


(transtion$4 restrict$6 access$3 
reject$4 approv$5 disapprov$3 
unallow$4 allow$4 authori$7 
authenticat$4 verified) near3 
(state$l mode$l code$l 
instruction$l) 


Ubr A 1 , 
IBM.TDB 


UK 


Urr 


zUUd/Ud/zj lD.4o 




13641 


1 11 i^nd:l2 . ■ • u- 


USPAT; . 

IBM_tDB 


ORi.:: 


OFF 


2006/05/23 16:49 i 


1 4 


1127 


gather$3) nearS (many plural$6 
multipl$4 two three four$2) near2 . 
(request$l message$l) 


USPAT* 
IBM_TDB 


OR 


OFF 


2006/05/23 16'55 




i3i3i: 






OR 




: 2(»6/p.5/23il6:50 i 








IBM.TPB 








L6 


6153 


15 (internal$2 near2 (network$l 
Ian wan)) 


USPAT; 
IBM_TDB 


OR 


OFF 


2006/05/23 16:51 






}5;;(int^rhal$^^^ (netyyork$l :i; 
l^rii-w^ri)) .^-A 


:OSPAt; 
IBM.TPB:: 




■ OF*^''-- 


2Q06/d5/23[16^i5i 


L8 


14070 


17 (external$4 near2 (network$l 
Ian wan)) 


USPAT; 
IBM_TDB 


OR 


OFF 


2006/05/23 16:52 


■;L9 ■% 




15 and:jiinternal$4 near2 j 
(networtc^l Ian Wanjjl 


•^USPAT;:::::i:ii: 

IBMjfPEi::: 




IPPI; ■;; 


■2066/05/231 16:56 


LIO 


3 


\9 and (external$4 near2 
(network$l Ian wan)) 


USPAT; 
IBM_TDB 


OR 


OFF 


2006/05/23 16:52 


; Lll ; 


• :::.266:. 


::(aecGuht$3:ireeoixl$3 :G0lle(a$6;;:;;;::;^^ 
:gather$3) riear3:(many plural$6 
: mu |ti p|$4 ; tvy p ; th ree 
^Xreqlie5t$l)_::; 


USPAT; M 
IBM_fDB : 


OR"-:;;; 


:PFF; 


2006/05/23: 16:55 














L12 


82 


12 and 111 


USPAT; 
IBM_TDB 


OR 


OFF 


2006/05/23 16:55 




• Pi- : 233:1 


::network$l Ian vyah}^ 


USPAT; : ■ 
iIBM^TDB ; 


6k :::::.....: 




;f2qpd5/23| 16:56; 


L14 


64 


\12 and (firewall$l gateway$l 
network$l Ian wan) 


USPAT; 
IBM_TDB 


OR 


OFF 


2006/05/23 16:56 




••Ji! 2g05|. 


(packet$4 datagram$l) near2 !;:;:! 
.(filter$5)^ t 


:^USPAT;"i; t 


or| if:' 


OFF, ij 


;; 2:006/05/23^1 16^5?: 


L16 


2 


114 and 115 


USPAT; 
IBM_TDB 


OR 


OFF 


2006/05/23 16:57 
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11 : 



L2 

:L3 

L4 

L6 
L7 
L8 

iL9-: 

LIO 

;Lil 

L12 

L14 

■145;: 
L16 



3964; 



1204 



358 



62 



((380/228) 6^ (380/268) or ■ : 
(380/27^273): or;;(38d/28i-28i^)-: J 
or: (380/28^30) or (726/2-5) or . 

,(726/2yp)),cciLs;:, P,::i;:;-;;::ii:;,: 

(user$l client$l grantee$l) near2 
(private secret$2) near2 key$l 

(send^i^i grant6r's) ne&r2 
:(private secre^2) :near2;;key$l ; 

LI and L2 and L3 



USPAir 
i^MlTDB,, 



USPAT; 
IBM TDB 



USPAT; 
IBM_TDB 

USPAT; 
IBM TDB 



1073 



1073: 



L4; and (;unenGrypt$6;;un-etiGrypt$6 
undpher$5|iUniTd 
uhencipher$7:;un^^^ 'L 

( undecrypt$6 un-de!crypt$6 
undecipher$7 un-decipher$7 
(remain$4 not$l) near3 
(encrypt$6 cipher$7 encipher$7)) 



; USPAT; ^ 
IBM. TDB 



320 



( undecrypt$6 unrdecrypt$6 
uncieGipher$7;:un^^^ 
((rertia in$4i npt$l) near3 j; : i i i 
(encrypt$6 :cipher$7 encipher$7))) 

LI and L7 



L2 arid L3 and L8 



409 



163 



19 



555:; 



14 



(sender$l grantor's) near2 
(public$2) near2 key$l 

L2 and LIO 



14 



L7 and Lll 

^(::undKtyp|t$6:unl^^ 
uhd6Gipher$7iun|deeipKer$7 
((reiTha|n$4[iiot$l:) near^^ 
(decry pQedKip 

LIO and L13 

:U4-and.L? % i: 
LIO and L13 



USPAT; 
IBM TDB 



USPAT; 
IBM TDB 



USPAT; 
IBM_TDB 

USPAT; 
:I6MI:TDB 

USPAT; 
IBM_TDB 

USPAt; : 
iiBMrTDB 



USPAT; 
IBM_TDB 

USPAT;:; 
IBM tdB 



USPAT; 
IBM_TDB 

iuSPAT-;;i:: 
IBM^fdi:: 

USPAT; 
IBM TDB 



or: 



OR 



OR 



OR 



OR 



OR 

or: 

OR 

PR; 
OR 

;ORh 



OR 
OR 

OR 
OR I 
OR 



OFF 



OFF 



OFF 



OFF 



OFF 



OFF 



OFF 



OFF 



;OFF: 



OFF 



OFF 



OFF 



iOFF 



OFF 



OFF: 



OFF 



2006/05/23 16:35 



2006/05/23 16:35 



2006/05/23 16:35 



2006/05/23 16:35 



2p06/05/23i6:35 



2006/05/23 16:35 



2006/05/23 16:35 



2006/05/23 16:35 



2006/05/23;16::35 



2006/05/23 16:35 



2006/05/23 16:35 



2006/05/23 16:35 



2006/05/23 16:35 



2006/05/23 16:35 



;2.006/05/23.16:35:: 



2006/05/23 16:35 
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L17 


516 


( undecrYPt$6 un-decrypt$6 
undecipher$7 un-decipher$7 
((remain$l) nearS (enctypt$6 
encipher$7 cipher$7))) 


USPAT; 
IBM_TDB 


OR 


OFF 


2006/05/23 16:35 


LIS 


\.lv.::.862-' 


: (rnessage$l -packetli^ :: . 


USPAT; ; 

i^mJdb 




j: ^'OFFIJ 


?006/Q5/23 16:35 


:::::::::::»:::: 




:^dat3arani$lY:hear2:fbublic$2V^::-:^:^:::^ 
: hear2 key|i 
































L19 


22 


L17 and L18 


USPAT; 

ibm_tdb 


OR 


OFF 


2006/05/23 16:35 


L20 


i; 


[ L19 and L2 and L3 


USPAT;. •: 

IBMiTDB;;; 

USPAT; 
IBM_TDB 

USPAT; l: 


•OR 


OFF 7- 


2006/05/23 16:35; 


L21 


22 

.::::i;;[.196..: 


L19 and ((private$l secret$l) 
near2 key$) 

;:hash$7:riear3.(pasisw6rd$2:j;:.:.::;;::...: 


OR 

OR 


OFF 

i ■bFFi;;:! 


2006/05/23 16:35 
•2006/05/23 16:35: 






passphrase$l pa^C0de$2) 


IBMiTDB. 






L24 


123 


hash$7 nearS (timestamp$3 
time-stamp$3 (time near2 
stamp$3)) 


USPAT; 
IBM_TDB 


OR 


OFF 


2006/05/23 16:35 




.1 ' 


123 and L24 


USPAT; 

IBMiTDB ;:::| 


OR '■■i4. 


OFF : 


2;006/05/|3 16:35 ; 


L26 


4 


hash$7 near3 (password$2 
passphrase$l passcode$2) near4 
(timestamp$3 time time-stamp$3 
(time near2 stamp$3)) 


USPAT; 
IBM_TDB 


OR 


OFF 


2006/05/23 16:35 


L27 




: L24 and (password$2 
passphrase$l passi:9de$2) 


USPAT; ; •■; 

IBM TDB . ; 


OR '[ 


;;off;' 


2006/05/i23; 1(5:35^ 
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